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Summary: The Cybersecurity 202; The U.S. needs a law that requires companies to disclose data breaches quickly.

The rise in data breaches in companies has compelled the U.S to notify regulators of a breach within 72 hours or face a severe penalty. The bone of contention with this stance has been how much time companies should be given to disclose breaches. Many are on the view that instead of three days, they should be given at least 10 days to notify regulators after discovering a breach, and at least 30 days to notify consumers. Those with this view, agree that their proposed timelines are appropriate because they allow flexibility for companies to determine the scope of a breach while ensuring prompt notification so consumers can protect themselves. On the other hand, some experts agree with the Cybersecurity 202 that the said 72 hours would be the right time frame (Hawkins, 2018). They are on the perspective that the provided window is appropriate since it would help the victims of a data breach take quick action to protect themselves from attackers who seek to misuse their information. 
 Furthermore, despite the law being termed as good, some experts are on the argument that the provision of the law is not sensible. They purport that timing is not always the most important part of transparency, considering that the affected company will need more time to identify and investigate the incident, determine whether data was accessed or infiltrated, and conclude based on the evidence that a breach has actually occurred (Hawkins, 2018). In this view 72 hours is reasonably less time to unravel the degree and complexity of the breach. Those who are against the stipulated 72 hours argue that they are legitimate reasons for the delay, for instance, when either the company or law enforcement is trying to identify and catch the perpetrators or when important facts about the situation are still unclear, there is a need for delay.
The Cambridge Analytica Case
It is reported that Cambridge Analytica’s parent company, SCL Elections, was fined £15,000 in a UK court after pleading guilty to failing to comply with an enforcement notice issued by the national data protection watchdog. The fine followed the company accessed Facebook’s platform to harvest data on millions of users without proper consents in a bid to create psychological profiles of U.S. voters for election campaign purposes (Lomas, 2019). This plug led to the Facebook data misuse scandal especially after being identified that SCL had paid an academic with the developer in order to access the Facebook profiles. The action of data breaching led to companies, Facebook and Cambridge Analytica to be charged and fined, considering they not only did SCL did the breaching knowingly, and on the other hand, Facebook failed to report on the breach.  
This event is relatable to the description of the cybersecurity issue highlighted in the article. To a greater extent, the event gives us a clear picture of what happens when companies ignore to comply with data breaching enforcement laws and notices. Cambridge Analytica was fined because its administrators failed to provide relevant passwords to the ICO as required by the cybersecurity law. This implies that there is a need for companies to comply with the regulator should there be a need for them to gain access to data, in case a breaching is identified. 
Reflection
 My field of study is information technology; under this field, I have aspirations to become a cyber-security analyst. As an analyst, my job will entail planning and carrying out security measures to protect a company’s computer networks and systems. As such my responsibilities will be but not limited to maintaining the integrity and security of enterprise-wide cyber systems and networks; supporting cyber security initiatives through both extrapolative and responsive analysis; matching resources during enterprise incident response efforts and driving events to timely and complete resolution.  It is in this perspective that my duties shall entail coordinating with cybersecurity regulatory agencies, especially during breaches to avoid being on the wrong side of the law as identified in the case study event. 
 Based on the issue on the article, I would like to know if it essential, for any federal legislation to provide realistic and flexible arbitrary deadlines that allow organizations to conduct investigations and address any vulnerabilities before being required to notify stakeholders? Secondly, is it possible for the cybersecurity 202 law to provide a floor that companies must satisfy while allowing states to have even stricter requirements, or should state laws preempt completely?
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